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IMPORTANT USAGE INSTRUCTION

For the convenience of use, this product accepts power from a desktop or a laptop
comput er. |l t6s mandatory to connect both of
supplied power cable to computer at one time. Power supply is not sufficient for the
device to operate normally if only one USB connector is inserted into the computer.

In this scenario it might cause temporary malfunction on the computer.
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Copyright & Disclaimer

Copyright

The contents of this publication may not be reproduced in any part or as a whole,
stored, transcribed in an information retrieval system, translated into any language,
or transmitted in any form or by any means, mechanical, magnetic, electronic,

optical, photocopying, manual, or otherwise, without the prior written permission.

Trademarks

All products, company, brand names are trademarks or registered trademarks of
their respective companies. They are used for identification purpose only.

Specifications are subject to be changed without prior notice.
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Copyright & Disclaimer

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B
digital device pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against radio interference in a commercial
environment. This equipment can generate, use and radiate radio frequency energy
and, if not installed and used in accordance with the instructions in this manual, may
cause harmful interference to radio communications. Operation of this equipment in
a residential area is likely to cause interference, in which case the user, at his own
expense, will be required to take whatever measures are necessary to correct the

interference.

CE Declaration of Conformity

This equipment complies with the requirements relating to electromagnetic

compatibility, EN 55022/A1 Class B.

@ ©Bluetooth  © 2009 OvisLink Corporation, All Rights Reserved
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1 Introduction
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Congratulations on your purchase of this outstanding Product 2 Traveler3G M WiFi
Mobi-HSPA Router. This product is specifically designed for mobile user who needs
to have the Internet access beyond his home and office. It provides a complete
solution for Internet surfing and broadband sharing. Instructions for installing and
configuring this product can be found in this manual. Before you install and use this

product, please read this manual carefully for fully exploiting the functions of this

product.
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1.1 Package List

1. Introduction

Items Description Contents Quantity
1 WiFi Mobi-HSPA 1
Router
2 USB Cable 1
3 Power adapter 1
4 Li-ion Battery 1
5 CD 1
=
e
e, . i
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1.2 Hardware Installation

Hardware Configuration

BACK VIEW
WPS i c;éx:i_—‘_mzc Reset
LEFT VIEW TOP VIEW RIGHT VIEW BOTTOM VIEW
.' ] —

LA

AAdAA | g
Power LED Wi-Fi LED
3G Connection LED 3G Signal LED ¥

FRONT VIEW ’

Power /Mini USB Connector
Switch Button-Router Mode/OF F/Modem Mode
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1.

LED indicators

1. Introduction

Router Mode

LED color Description

Green Battery is fully charged
Power (and Green in flash Power is provided by battery
Battery Status) | Amber Charging the battery

Red Battery low

Red Disconnected

Red in flash Connecting
3G Connection | Amber EDGE or GPRS connection

Status Amber in flash Data access in EDGE or GPRS
Green UMTS/HSDPA/HSUPA connection
Green in fast flash Data access in UMTS/HSDPA/HSUPA
Red Weak Level
Red in quick flash Weak Level and roaming alert

3G Signal & Amber Middle Level

Roaming Alert

Amber in quick flash

Middle Level and roaming alert

Green

Strong Level

Green in quick flash

Strong Level and roaming alert

Wi-Fi LED

Green

WLAN is on

Green in flash

Data access

Green in fast flash

Device is in WPS mode
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2. Modem Mode

LED color Description
Power (and

Green Modem mode is active
Battery Status)
3G Connection

N/A N/A
Status
3G Signal &

N/A N/A
Roaming Alert
Wi-Fi N/A N/A

Installation Steps

ii DO NOT switch on WiFi Mobi-HSPA Router before performing the

installation steps below.

1. Router Mode Steps

Step 1. Turn off the Slide Switch.

(= @=B)

B —
POWER ROUTER OFF MODEM
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Step2. Insert SIM/USIM

The WiFi Mobi-HSPA Router builds in a HSUPA 3G modem card. Please refer

to your service provider for detailed feature information.

Notice: a 3G SIM/USIM Card with data services is MUST.

Step 3. Attach the Li-ion battery

Lot No:HBI0900090
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Step 4. Insert Mini-USB Power Jack, and connect with the power adapter to

the receptor on it.

Step 5. Then plug the other end of the power adapter into a wall outlet.
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Step 6. Turn the Slide Switch to Router Mode.

—
POWER ROUTER OFF MODEM

The Power LED will turn ON to indicate that the power has been
applied.

2. Modem Mode Steps

Step 1.  Turn off the Slide Switch.

ROUTER OFF MODEM
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Step2.  Insert SIM/USIM

The WiFi Mobi-HSPA Router builds in a HSUPA 3G modem card. Please refer to your

service provider for detailed feature information.

Notice: a 3G SIM/USIM Card with data services is MUST.

Step 3. Insert Mini-USB cable.
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Step 4. Then plug the other end of the Mini-USB cable into a PC.

Step 5. Turn the Slide Switch to Modem Mode.

e

— 0
POWER ROUTER OFF MODEM
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2 Getting start

2.1. The Router Mode Easy Setup Utility

We provide Easy Setup Windows Utilities (Router mode and Modem mode) and

Web Wizard to enable you to set up the WiFi Mobi-HSPA Router quickly and easily.

AX Check the steps below before running the section.

(1) Press WPS button more than 6 seconds on the Router. The Router will reset to

default.

(2) Connect to the RouterbyWi-Fi . The default SSID is the se
You can find the fAiMac Addresso at Machine L

(3) Insert CD to CDROM; Click the Easy Setup Utility from CD or Auto Run.
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2. Getting Start

Step 1. You can start to configure the device via the Install Driver & Utility.

) Traveler3GM

/// 11n 3G Mobile Router with

[ J @ ®
Air Live e e i

-

- e e e e e e e e e

install Driver & Utility

Quick Setup Guide

User's Manual
Acrobat Reader
Browse CD

EXIT

¢
G e e e e s e e e o

/H Utility & Manual CD

Step2. Sel ect Language then click ANexto to cor

Welcome to the Easy Setup for WiFi1

1 l n | Mobi-HSPA Router

S— This wizerd will guide you to simply snd quickly
configure the WiFi Mobi-HSPA Router.

3 / Select Language:

Espafiol
Deutsch

< Back [ Next = ] [ Cancel
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Step 3.
1. Please select Wizard mode to run the setup step-by-step to diagnose the

network settings of the Router.
click ANEXTO

he AWi zar do weanttheen and

2. Click t

e

Setup Mode
This step will let you choose one of the setup modes. AL

This step-by-step guide will let you easily and gquickly comnect to Intemet.

=

Wiz

i

5

&) ‘ l'lz'his will provide a disgnostic of your network and the settings vsed by the
b, o outer.

Advanced
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2. Getting Start

Step 4.

Make sure to insert your SIM / USIM (with data service) in the router.
Make sure the Router is powered on.
Make sure your computer has connected to the Router via WLAN.

Make sure your computer has an IP address.

o ~ w0 DR

Cl i ck oichinuég. 0 t

Prepare Setup
This step will make sure connection can be established between your PC and Router  Feen

-

Please make sure the following items.

1. Make sure to imsert vour SIM / USIM {with data service) in the router..
2. Make sure the Router is powered on.

3. Make sure your computer has connected to the Router.

4. Click "Next" to continue.

< Back Next> | [ Cancel
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Step 5.

1. Key in the SSID, Channel and Security options, for example:

S S| D2-34/6-78-90-120, Securi ty: WEP

Key: f112345678900.

Def aul t SSID i s the .same as nAMac Addresso

2. And then click

JiNext 0o to continue.

This step will setup your basic wireless network settings. ;‘ﬁf_}i

Please assign the parameters to your wireless networking. If you need more sethings, please login to
the Router's configuration page.

SSID:  12-34-56-78-90-00-12

Channel:

Security: WEP ,)]
. Disable

Key:
WPA-PSK

< Back 1[ Next =
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Step 6-1.

1. Sel eco-DéitAaead¢ t i on o, and

required 3G service settings automatically.

2. Click NANexto to conti

the Utility wil!/

nue.

2. Getting Start

a Default PIN Code is empty, if you have PIN Code, you must enter it. For example

ARO0OO000o0. dlidki Ne x tantingeb

WAN Setting
3G Service

Please imnput the WAN service tnformation.

Dial-Up profile
@ Auto-Detection

() Manual

Pin Code:

APN:

Dialed Number:

Username:

Password:

< Back “ Next =

Cancel
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Step 6-2.

1. Or you can select AManual 0 and manually fi

provided by your ISP.

2. Click NANexto to continue.

WAN Setting
3G Service

Please input the WAN service information.

Dial-Up profile
() Auto-Detection @ Manuval

Pin Code: 0000

APN: internet

Dialed Number: *00|
Usemame:

Password:

< Back Next = ’ ‘ Cancel
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2. Getting Start

Step7. Check the settings, and then click the

Save Settings sj"lﬂ

The settings will be saved to the Router and reboot at the next step.

'Wireless Setting

Wireless Mode:-AP Only Mode
SSID:12-34-56-78-90-00-12
Channel:6

Security-WEP

(3G Service)
Auto-Detection
Pin Code:

Help I < Back Next » Cancel
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2. Getting Start

Step 8. The Wi-Fi Mobi-HSPA Router is rebooting to make your entire

configuration activated.

Save Settings

Saving settings to Router........

< Back

Next =

Cancel

TravelersGMUs er 6 s | Manua




2. Getting Start

Step9. Pl ease reconnect to Router before cl
Save Settings ‘_3-'3

Settings have been saved and initialized.

Please reconnect to Router based on new WiFi setting before click "Next".

< Back

Next =

Cancel
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Step10-1. Cl i ck MANexto to tesoryoubaaskipredtandnet conn

thencl i ck ANexto to continue.

WAN Service Test 23
<L,

This step will test Intemet connection to make sure you can surf Intemet.

[ |Ignore Test

< Back ] Next = Cancel ]
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2. Getting Start

Step 10-2.  Test the Internet connection

WAN Service Test ?-P

Help < Back ‘[ Next = | ‘ Cancel
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Step 11. Congratulations! Setup is completed.

Now you have already connected to Internet successfully.

Setup Completed

Congratulations! ¥You already connect to Internet successfully.

=~

Finish
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2. Getting Start

2.2. The Modem Mode Easy Setup Utility

Check the steps below before running the section.

(A)Ref erence the secti orMofdktanr dMoadreed Ifngtsal.l at i «

a When you use fatffirsd tene thMatilityewd! auto install to your

computer.

Step 1. Install the Connection Manager.

Connection Manager - InstallShield Wizard

Welcome to the InstallShield Wizard for Connection Manager

The InstallShield ‘#izard will install Connection Manager on your computer.  To continue, click
Next.

InstaliShiz!d = [ Cancel

TraveleraGMUs er 6 s | Manua



| . 2. Getting Start
Air Live

Step 2. Congratulations! Setup is completed.

Now you can run the utility connected to Internet.

Connection Manager - InstallShield Wizard

InstallShield Wizard Complete

Please click the Finish button, then please do not plug-out the device when drivers are installing.

I Cancel ]J

InstaliSicld
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2. Getting Start

Step 3.

The Ul of Connection Manager.

o Connechion Manager

File ¥iew Toaolz ZSupport

Current Connection | History Commnection |

Zurrent Connection details

Profile name: Chunghwa Telecom | Disconnect

SBR[ 3G{GPRS Redial on Link Failure

Zonnection Band: Autormnatic
Connected time: 00:00: 36
Yolurne: & KEs

Tx R
Yalume: 6 KBs 0 kBs
Speed: 2 Kbps 0 kbps

Top speed:

Tl | WEHZE | | Chunghesa Telecom
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2. Getting Start

2.3. The Router mode Easy Setup by Configuring Web

Pages

You can also browse web Ul to configure the device.

Browse to Activate the Setup Wizard

Step 1. Please type in the IP Address (http://192.168.1.1)

Step2 Pl e as eairlivgop e

ni t he Password and

cl i

2 USER's MAIN MENU

-'il Status

System Password : |""-" (default: airlive)
—h.w———~4. ~~ et
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2. Getting Start

Step 3. Select your language.

W Please Select the Operations

® Wizard

(O Advance Setup

* This screen reminds you to configure until the Wizard is finished.
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Step4. SelectiWi zardo for basic settings with si mg

J Please Select the Operations

® Wizard

() Advance Setup

*This screen reminds you to configure until the Wizard is finished.
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2. Getting Start

Step5. Press fiNexto to start the Setup Wizard.

U Setup Wizard [EXIT]

Setup Wizard will guide you through a basic configuration procedure step by step.

» Step 1. Setup Login Password.
» Step 2. Setup Time Zone.

» Step 3. WAN Setup.

b Step 4. Wireless Setup.

» Step 5. Summary.

» Step 6. Finish.

< Back l [ Start > Password > Time > WAN > Wireless > Summary > Finish! ]
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Configure with the Setup Wizard
Step 1. Change System Password.
Set up your system password.

(Default admin)

J Setup Wizard - Setup Login Password [EXIT]

¢ Old Password

» New Password

¥ Reconfirm

tart > Password > Time > WAN > Wireless > Summa Next = |
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2. Getting Start

Step 2. Select Time Zone.

W Setup Wizard - Setup Time Zone [EXIT]

(GMT+08:00) Beijing, Chongging, Hong Kong, Urumaqi v

 <Back [ Start > Password > Time > WAN > Wireless > Summary > Finish! |
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Step 3. Select LAN IP Address and Wan Type.

You can select 3G and Wi-Fi HotSpot as the WAN type.

o Setup Wizard - Select WAN Type [EXIT]
» LANIP Address 192.168.123.254
» WAN Type KICH
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2. Getting Start

Step 4. 3G WAN type

Sel ect #AAut o -upeProfiteecandithe btdity vidli trg tb detect and configure
the

required 3G service settings automatically.

manually fill in the required 3G service settings provided by your ISP.

Default PIN Code is empty, if you have PIN Code, you must enter it.

o Setup Wizard - 3G [EXIT]
+ Dial-Up Profile _ Auto-Detection @ Manual
+ Country Albania v
» Telecom Vodafone v
b 3G Network WCDMAHSPA v
+ APN (optional)
+ PIN Code (optional)

» Dialed Number
+ Account (optional)

+ Password LLLLL (optional)
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Step 5. Set up your Wireless Network.

Set up your SSID.

< Setup Wizard - Wireless settings [EXIT]
» Metwark ID{S3I0) 00-11-22-33-44-26
» Channel "o
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Step 6. Set up Wireless Security.

Set up your Authentication and Encryption.

2. Getting Start

W Setup Wizard - Wireless settings [EXIT]
» Authentication Auto
» Encryption WEP ~
© WEP Key 1 HEX v 1234567890
© WEPKey 2 HEX v 1234567890
) WEP Key 3 HEX v 1234567890
) WEP Key 4 HEX v 1234567890
[ Start > Password > Time > WAN > Wireless > Summary > Finish! ] Next >
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Step 7. Apply your Setting.

Then click Apply Setting.

& Setup Wizard - Summary [EXIT]

Please confirm the information below
[ WAMN Setting ]

VAN Type 3G
APHN internet
PIN Code =
Dialed Number Q0%
Account guest
Password A

[ Wireless Setting ]

Wireless Enable

SsiD 00-11-22-33-44-26
Channel 11

Authentication Auto (Open/Shared)
Encryption WEFP

WEP Key 1234567890

Summary = Apply Settings
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2. Getting Start

Step 8. Click Finish to complete it.

4 Setup Wizard -Fnish 1200

Configuration is Completed.

Please click "Finish™to restart the device.
Oryou can click "Configure Again” to setup the wizard again.

[ Configure Again ] [ Start > Password > Time > WAN > Wireless > Summary > Finish! ] |, Finish..
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Making Configuration

3.1 Advanced

3.1.1 Basic Setting

«J Basic Setting

Network Setup
- Configure LAN IP, and select WAN type.

DHCP Server

- The settings include Host IP, Subnet Mask, Gateway, DNS, and WINS configurations.

Wireless

- Wireless settings allow you to configure the wireless configuration items.

Change Password

- Allow you to change system password.

Network Setup

LAN Setup
< LAN Setup
ftem Setting
» LAN IP Address 192.168.123.254
» Subnet Mask |256.255.265.0
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(1).

3. Making Configuration

LAP IP Address: the local IP address of this device. The computers on your

network must use the LAN IP address of your product as their Default Router. You

can change it if necessary.

).

Internet Setup

Subnet Mask: insert 255.255.255.0

This device supports different WAN types of connection for users to connect to remote

wireless ISP, such as HSPA-3G or Wi-Fi Hotspot.

) LAN Setup
item Setting
» LAN IP Address 192.168.123.254
» Subnet Mask 2552552550
« Internet Setup [HELP]
» WAN Type (36 [v]
» Dial-Up Profile ® Auto-Detection O Manual
» PIN Code j,(optional)

» Connection Control

| Auto Reconnect (always-on) [ v

» Keep Alive

® Disable

(O LCP Echo Request
» Interval | seconds
» Max. Failure Time 3 times

O Ping Remote Host
» HostIP |

» Interval | seconds
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3G WAN Types: The WAN fields may not be necessary for your connection. The
information on this page will only be used when your service provider requires

you to enter a User Name and Password to connect with the 3G network.
Please refer to your documentation or service provider for additional information.
1. Dial-Up Profile: Please select Auto-Detection or Manual to continue.

YoucanSel ect-DétAeatc toi ono, and the Utility wi
configure the required 3G service settings automatically. Or you can select
AManual 0 and manually fil/l i n the requir

your ISP.

Country: select your country.

Telecom: select your telecom.

3G Network: select the 3G Network

APN: Enter the APN for your PC card here.(Optional)

Pin Code: Enter the Pin Code for your SIM card(Optional)

N o o A~ D

Dial-Number: This field should not be altered except when required by your

service provider.

8. Account: Enter the new User Name for your PC card here, you can contact
to your ISP to get it.

9. Password: Enter the new Password for your PC card here, you can contact
to your ISP to get it.

10. Authentication: Choose your authentication.

11. Primary DNS: This feature allows you to assign a Primary DNS Server,
contact to your ISP to get it.

12. Secondary DNS: This feature allows you to assign a Secondary DNS Server,

you can contact to your ISP to get it.
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3. Making Configuration

13. Connection Control: There are 3 modes to select:

Connect-on-demand: The device will link up with ISP when the clients send

outgoing packets.

Auto Reconnect (Always-on): The device will link with ISP until the

connection is established.

Manually: The device will not make the link until someone clicks the

Connect-button in the Status-page.

14. Keep Alive: you can diagnose your connection by it.

< Internet Setup

WAN Type

[HELP ]

‘ Wi-Fi HotSpot -

| Wi-Fi HotSpot Search

Wi-Fi HotSpot Types: This WAN type allows you to share one Wi-Fi Hotspot account

with your friends or colleagues. Local clients connect to this device via Wi-Fi

connection, and surfing Internet by connecting to remote Wi-Fi Hotspot. Just follow a

few steps below to connect to remote Wi-Fi HotSpot.

Note. If choosing Wi-Fi HotSpot WAN type, the wireless channel of WLAN will be set

to as same as wireless channel of remote Wi-Fi HotSpot.

TraveleraGMUs er 6s | Manua



—>
Air Live

Step 1: Click iWi-Fi HotSpoto Searchobutton to search any available Wi-Fi Hotspot or

Wi-Fi AP (Access Point) in your environment.

3. Making Configuration

& Internet Setup

[HELP ]

F WAN Type

Wi-FiHotSpot -

Wi-Fi HotSpot Search

Step 2: After finish searching, it will list all available Wi-Fi APs in your environment.

You can select one of the lists to start to connect, or press fRefreshobutton to search

again.

& Internet Setup [ HELP ]
F WAN Type Wi-Fi HotSpot -
& Wireless AP List
Singnal
Select S5ID BSSID Channel Mode Security
Strength
BIGIM
@) WISP-1 00:50:18:00:07:f0 i} ) Open(Mone) 65%
mixed
aaronz 00:50:18:00:0ffe 1 BIG Mixed Open(Mone) 39%

Refresh ][ Select ][ Cancel ]

TravelerSGMUs er 6 s | Manua




—>
Air Live

3. Making Configuration

Step 3: Click fiSaveobutton to save settings after selecting. There will be a field here

for you to input encryption key if remote Wi-Fi Hotspot or Wi-Fi AP requires.

& Internet Setup

[HELP ]
¥ WAN Type Wi-Fi HotSpot -

F WISP Name(ESSID) WISP-1

» Wireless Channel i

¥ Security

OFENM (Mone)

[ Save ] [ Choose other Wi-Fi HotSpot

Step 4: Click fRebootdbutton to restart device to take new settings effective.

J Internet Setup

[HELP]
» WAMN Type Wi-Fi HotSpot -
¥ WISP Mame(ESSID) WISP-1
* Wireless Channel &

» Security

OPEM (Mane)

[Save][ Choose other Wi-Fi HotSpat ” Reboot ]

Saved! The change doesn't take effect until router is rebooted.
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DHCP Server

2 DHCP Server [HELF ]
[tem Setting
» DHCP Server (©) Disable @ Enable
¥ IP Pool Starting Address 100
¥ IP Pool Ending Address 200
» Lease Time 86400  sSeconds
k Domain Mame
[Save ] [ Lndao ] [ Mare... ] [ Clients List... ] [ Fixed Mapping...

Pressi Mo @ @for more options,

1. DHCP Server: Choose either Disable or Enable

2. Lease Time: DHCP lease time to the DHCP client

3. IP Pool Starting/Ending Address: Whenever there is a request, the DHCP
server will automatically allocate an unused IP address from the IP address
pool to the requesting computer. You must specify the starting / ending
address of the IP address pool

4. Domain Name: Optional, this information will be passed to the client

5. Primary DNS/Secondary DNS: Optional, This feature allows you to assign a
DNS Servers

6. Primary WINS/Secondary WINS: Optional, this feature allows you to assign a
WINS Servers

7. Router: Optional, Router Address would be the IP address of an alternate

Router.

This function enables you to assign another Router to your PC, when DHCP

server offers an IP to your PC.

Click on ASaved to store your setting or
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DHCP Clients List

The list of DHCP clients shows here.

& DHCP Clients List
Lease
IP Address Host Name MAC Address Type Select
Time
192.168.123.100 1 00-20-ED-66-97-23 Wired 23:15:10 ]
192.168.123.101 2 00-1D-FD-7C-2D-58 Wired 23:23:09 ]
192.168.123.102 12 00-11-F6-7E-00-01 Wired 23:44:45 ]
| Delete ||Back | | Refresh || Fixed Mapping |

DHCP Fixed Mapping

The DHCP Server will reserve the special IP for special MAC address, shows below.

U Fixed Mapping [HELP]
DHCP clients | — select one — [»] [Leapyto | 1D [— [+]
D MAC Address IP Address Enable
1 l | l | O
2 [ ] [ ] =
3 l | l | O
E l | l | O
5 l | t | O
6 l | l | O
7 l | l | O
8 l | t | E
9 l | l | O
10 l | l | O
= Previous [ Next== |[Save |[ Undo |[Back |
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Wireless Settings

3. Making Configuration

< Wireless Setting

[HELP]

ftem

Setting

» Network ID(SSID)

'CDM531AM-18

» SSID Broadcast

® Enable O Disable

» Channel L 1"[

» Wireless Mode BIG/N mixed "|

» Authentication Open E.:’ |
» Encryption }"|

® WEP Key 1 HEX [w] 1234567890

O WEP Key 2 HEX [ 1234567890
O WEP Key 3 HEX [ 1234567890
O WEP Key 4 HEX [v]1234567890

[Save || Undo || wPSSetup.. ||  wireless ClientList.. |

Wireless settings allow you to set the wireless configuration items.

1. Wireless Operation Mode: Choose AP mode or Client mode. The factory
default setting is AP mode.

2. Network ID (SSID): Network ID is used for identifying the Wireless LAN
(WLAN). Client stations can roam freely over this product and other Access

t hat t he

Points have

same Network | D.

( Th
3. SSID Broadcast: The router will broadcast beacons that have some

information, including SSID so that wireless clients can know how many AP

devices by scanning function in the network. Therefore, this function is disabled;

the wireless clients can not find the device from beacons.
4. Channel: The radio channel number. The permissible channels depend on the

Regulatory Domain.

The factory setting is channel 11.
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5. Wireless Mode: Choose B/G Mixed, B only, G only, and N only, G/N Mixed or
B/G/N mixed. The factory default setting is B/G/N mixed.

6. Authentication mode: You may select from nine kinds of authentication to
secure your wireless network: Open, Shared, Auto, WPA-PSK, WPA2-PSK,
and WPA-PSK/WPA2-PSK.

Open

Open system authentication simply consists of two communications. The first
IS an authentication request by the client that contains the station ID (typically
the MAC address). This is followed by an authentication response from the
AP/router containing a success or failure message. An example of when a
failure may occur is if the client's MAC address is explicitly excluded in the

AP/router configuration.

Shared

Shared key authentication relies on the fact that both stations taking part in
the authentication process have the same "shared" key or passphrase. The
shared key is manually set on both the client station and the AP/router. Three
types of shared key authentication are available today for home or small

office WLAN environments.

Auto

The AP wi |l Select the Open or Shared by
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WPA-PSK
Select Encryption and Pre-share Key Mode

If you select HEX, you have to fill in 64 hexadecimal (0, 1 , 2¢é8, 9,
digits.

If you select ASCII, the length of pre-share key is from 8 to 63.

Fill in the key, Ex 12345678

WPA-PSK?2

WPA-PSK2 user AES and TKIP for Same the encryption, the others are
same the WPA-PSK.

WPA-PSK/WPA-PSK?2

Another encryption options for WPA-PSK-TKIP and WPA-PSK2-AES, the
others are same the WPA-PSK.
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WPS (Wi-Fi Protection Setup)

3. Making Configuration

WPS is Wi-Fi Protection Setup which is similar to WCN-NET and offers safe and easy

way in Wireless Connection.

J Wi-Fi Protected Setup

Item

Setting

» WPS

® Enable O Disable

» AP PIN

01723113 [__Generate New PIN _ |

» Config Mode

|Registrar |

» Config Status

CONFIGURED

» Config Method

Push Button ||

» WPS status

NOUSED

|Save | | Trigger || Cancel |

Wireless Client List

The list of wireless client is shows here.

W Wireless Clients List

MAC Address

00-22-FB-68-2F-68

[ Back ][ Refresh
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Change Password

« Change Password

Item Setting
» Old Password QA....
» New Password Q,u. )
» Reconfirm (e0se )

You can change Password here. We strongly recommend you to change the

system password for security reason.

Click on AiSave0oO to store your setting
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3.1.2 Forwarding Rules

. FORWARDING RULES

e Virtual Server

- Allows others to access WWW, FTP, and other services on your LAN.

e Special Application

- This configuration allows some applications to connect, and work with the NAT router.

e Miscellaneous
- |P Address of DMZ Host: Allows a computer to be exposed to unrestricted 2-way
communication. Note that, this feature should be used only when needed.
- UPnP Setting: If you enable UPnP function, the router will work with UPnP

devices/softwares.
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Virtual Server

3. Making Configuration

< Virtual Server [HELP]
Well known services —selectone— - [Muj - -
1] Service Ports Server P Enable Use Rule#
9 Il (0} Always -
2 o (0} Always -
3 o (0} Always -
4 o (0} Always -
5 [ [0y Always -
B [ [0y Always -
Fi [ [0y Always -
8 ol (0 Always -
g ol (0 Always -
10 ol (0 Always -

Thi s p r dNATuficewvadl Blters out unrecognized packets to protect your Intranet,

so all hosts behind this product are invisible to the outside world. If you wish, you

can make some of them accessible by enabling the Virtual Server Mapping.

A virtual server is defined as a Service Port, and all requests to this port will be

redirected to the computer specified by the Server IP. Virtual Server can work with

Scheduling Rules, and give user more flexibility on Access control. For Detalil,

please refer to Scheduling Rule.
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For example, if you have an FTP server (port 21) at 192.168.123.1, a Web server
(port 80) at 192.168.123.2, and a VPN server at 192.168.123.6, then you need to

specify the following virtual server mapping table:

Service Port |Server IP Enable
21 192.168.123.1 |V
80 192.168.123.2 |V
1723 192.168.123.6 |V

Click on ASaveo to store what you just select or AUndoo to give up
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Special AP

- Special Applications [HELP]

Fopular applications — Selectone — T Iw o - -

I Trigger Incoming Ports Enable
3 0
2 [
3 [
4 [
5 [
B [
7 [
8 [

Some applications require multiple connections, like Internet games, Video
conferencing, Internet telephony, etc. Because of the firewall function, these
applications cannot work with a pure NAT router. The Special Applications feature
allows some of these applications to work with this product. If the mechanism of
Special Applications fails to make an application work, try setting your computer as

the DMZ host instead.
Trigger: the outbound port number issued by the application.
Incoming Ports: when the trigger packet is detected, the inbound packets sent to

the specified port numbers are allowed to pass through the firewall.
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This product provides some predefined settings.

1. Select your application and

2.Click ACopy too to add the predefined set

Note! At any given time, only one PC can use each Special Application tunnel.

Click on fiSaveo to store what you just select oro Undoo to give up

Miscellaneous

< Miscellaneous tems [HELP]

Item Setting Enable

v IP Address of DMZ Host &

=l

¥ UPNP setting I

| Save | Undo

1. IP Address of DMZ Host

DMZ (Demilitarized Zone) Host is a host without the protection of firewall. It
allows a computer to be exposed to unrestricted 2-way communication for
Internet games, Video conferencing, Internet telephony and other special

applications.
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2. UPnP Setting

The device also supports this function. If the OS supports this function enable it,

like Windows XP. When the user gets IP from Device and will see icon as below:

Click on fiSaveo to store what you just select or iUndoo to give up
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3.1.3 Security Setting

3. Making Configuration

SECURITY SETTING

Packet Filters
- Allows you to control access to a network by analyzing the incoming and outgoing
packets and letting them pass or halting them based on the IP address ofthe source

and destination.

Domain Filters

- Let you prevent users under this device from accessing specific URLs.

URL BlocKing

- URL Blocking will block LaM computers to connect to pre-defined websites.

MAC Address Control
- MAC Address Control allows you to assign different access right fordifferent users and

to assign a specific IP address to a certain MAC address.

Miscellaneous
- Remote Administrator Host: In general, only Intranet user can browse the built-in web
pages to perform administration task. This feature enables you to perform administration
task from remote host.
- Administrator Time-out: The amount of time of inactivity before the devicewill
automatically close the Administrator session. Set this to zero to disable it.
- Discard PING from WaM side: When this feature is enabled, hosts on the WAR cannot

ping the Device.
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Packet Filters

- Outbound Packet Filter [HELP ]

Item Setting

r QOutbound Packet Filter [ Enable

@ Allow all to pass except those match the following rules.
) Deny all to pass except those match the following rules.

D Source P Destination IP : Ports Enable Use rule#

1 = (0) Always -
2 : [ (0) Always -
3 = (0) Always -
4 = (0) Always -
5 = (0) Always -
] = (0) Always -
7 = (0) Always -
] = (0) Always -

| Save || Undo || InboundFilter || MAC Level |

Packet Filter includes both outbound filter and inbound filter. And they have same

way to setting.

Packet Filter enables you to control what packets are allowed to pass the router.
Outbound filter applies on all outbound packets. However, inbound filter applies on
packets that destined to Virtual Servers or DMZ host only. You can select one of the

two filtering policies:

1. Allow all to pass except those match the specified rules

2. Deny all to pass except those match the specified rules
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You can specify 8 rules for each direction: inbound or outbound. For each rule, you

can define the following:

Source IP address

Source port

Destination IP address
Destination port

Protocol: TCP or UDP or both.
Use Rule#

For source or destination IP address, you can define a single IP address (4.3.2.1) or

a range of IP addresses (4.3.2.1-4.3.2.254). An empty implies all IP addresses.

For source or destination port, you can define a single port (80) or a range of ports
(1000-1999). Add prefix "T" or "U" to specify TCP or UDP protocol. For example,
T80, U53, U2000-2999, No prefix indicates both TCP and UDP are defined. An
empty implies all port addresses. Packet Filter can work with Scheduling Rules,
and give user more flexibility on Access control. For Detail, please refer to

Scheduling Rule.

Each rule can be enabled or disabled individually.

Click on ftSoarvee 0y otuwor ssetting or fAiUndoodo to
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Domain Filters

& Domain Filter [ HELP ]
tem Setting

» Domain Filter [C] Enable

v Log DMNS Query [C] Enable

F Privilege IP Addresses Range From To

] Domain Suffix Action Enable

1 [CDrop [ Log [

2 [ orop [ Log [

3 [ orop [ Log [

4 [Corop [ Log [

5 [ orop [ Log [

& [ orop [ Log [

7 [ orop [ Log [

5 [ orop [ Log [

g [ orop [ Log [

10 * (all others) [Eorop [El Log -

Let you prevent users under this device from accessing specific URLSs.
1. Domain Filter Enable:

Check if you want to enable Domain Filter.

2. Log DNS Query:

Check if you want to log the action when someone accesses the specific URLS.
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3. Privilege IP Address Range:

Setting a group of hosts and privilege these hosts to access network without

restriction.

4. Domain Suffix

A suffix of URL can be restricted, for example, ".com”, "xxx.com".
5. Action

When someone is accessing the URL met the domain-suffix, what kind of action you
want.

Check drop to block the access. Check Al ogo
6. Enable
Check to enable each rule.

Click on ASaveo to store what you just select or iUndoo to give up
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URL Blocking
< URL Blocking [HELP]
Item Setting

» URL Blocking ] Enable
ID URL Enable
1 Ol
2 Ol
3 Ol
4 Ol
5 Ol
6 Ol
7 Ol
8 Ol
9 Ol
10 O

URL Blocking will block LAN computers to connect with pre-define Websites. The
maj or difference between ADomain filterod and
user to input suffix (like .com or .org, etc), while URL Blocking require user to input a
keyword only. In other words, Domain filter can block specific website, while URL

Blocking can block hundreds of websites by simply a keyword.
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1. URL Blocking Enable
Check if you want to enable URL Blocking.
2. URL

If any part of the Website's URL matches the pre-defined word, the connection will
be blocked.

For example, you can use pre-defined word "sex" to block all websites if their URLs

contain pre-defined word "sex".
3. Enable
Check to enable each rule.

Click on fAiSaveodo to A8tUondeoyborgseetupg or
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MAC Control

MAC Address Control allows you to assign different access right for different users

and to assign a specific IP address to a certain MAC address.

1. MAC Address Control

Check AEnabled to en&blnerohe. " MAC Addrndss s e

wi | | take effect only when fAEnabled is check
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